University of Wisconsin-Madison

Technology Solutions Evaluation Guide 

The following guide is intended to help University divisions, departments and project teams evaluate proposed solutions for their fit with our current technology architecture. The goal is to acquire technology solutions that are easy to integrate, supportable, secure and cost efficient. This guide does not address the evaluation of business functionality but tries to ensure infrastructure and integration requirements are appropriately considered.

Following are a list of questions along with general guidance for evaluating Request for Information (RFI) or Request for Proposal (RFP) responses and/or Proof of Concept results.

A number has been assigned to each guidance statement indicating the score to apply should analysis and/or the response to an RFP/RFI question match the guidance.

· 9 – In relation to the requirement, the solution is consistent with our current and/or future architecture.

· 3 - In relation to the requirement, the solution is not consistent with our current and/or future architecture, but can be accommodated with relatively little effort and/or risk.

· 1- In relation to the requirement, the solution is not consistent with our current and/or future architecture, but may be accommodated with significant effort and/or risk.

· 0 - In relation to the requirement, the solution is not consistent with our current and/or future architecture and may not be able to be accommodated.
This guide is not intended as a substitute for the engagement of Subject Matter Experts (SME). It is strongly advised that SMEs be involved in the evaluation of technology solutions. SMEs for each category are listed below.

Note that “solution” refers generically to any software application, device, appliance, or contracted service (e.g. hosted email, cloud email, etc.) being considered for acquisition.

Identity and Access Management (IAM)

SME: DoIT Middleware Services Team: http://www.doit.wisc.edu/middleware/ 
Tags: [IAM], [IdM]
IAM is composed of two high-level domains, Identity Management (IdM) and Access Management.

An IdM system manages the digital representation of persons, including useful attributes (name, email address, department, [photo] etc.), permissions (what they are allowed or not allowed to do) and credentials (user id, password, digital certificate). 

An Access Management system manages and enforces policies that ensure users only access solution functions and/or data they are authorized for.

Ideally, solutions leave most if not all IAM functions to the enterprise IAM infrastructure, calling on IAM services as needed.  Unfortunately, most solutions have not evolved to this point and include their own, often non-standard methods for storing identities, managing identities and providing access.

Any solution that will be used by all or most University faculty/staff and/or students will require integration with the University’s IdM infrastructure. More technical or specialized solutions can benefit from IAM integration but the cost to benefit may not be justified. As a general rule, the more potential users of a solution, the more important it is that the solution has good support for integrating with our IAM infrastructure.

Note that some applications still allow or deny access based on the client’s IP address. Any solution that uses this method exclusively has no identity management and should be avoided.

IAM 1: Where is the user identity data required by your solution stored? 

9: The solution can leverage identity information stored in a specific, University supported Directory Server.  

1: The solution can be customized to integrate with a supported Directory and/or supports Directory not included in our infrastructure.

0: The solution has no ability to integrate with an external LDAP and customization would be difficult or impossible.

IAM 2: How does your solution leverage Directory data? Can the solution access data in real-time, as needed or must Directory data be replicated into the local person store? What methods and protocols are supported for querying the Directory?

9: The solution can query the Directory as needed, in real-time via a Directory Services Markup Language (DSML) query.

3: The solution can query the Directory via a Lightweight Directory Services Protocol query using SSL.

1: The solution can query the Directory via a Lightweight Directory Services Protocol query with no support for SSL.

0: Person data must be replicated from the institutional Directory and persisted in a local store.


IAM 3: If a local solution account is required, does the application provide an API that allows for the programmatic provisioning/deprovisioning (creation/deletion) of user accounts and/or is an Oracle Identity Manager (OIM) connector available?

9: The solution provides a web services interface that can receive Service Provisioning Markup Language (SPML) messages.

3: The solution provides a proprietary web services interface that can receive provisioning/deprovisioning messages.

3: An OIM connector is available for provisioning/deprovisioning accounts.

1: A non-web services based API is available for provisioning/deprovisioning accounts.

0: No interface is provided. Local accounts must be manually provisioned/deprovisioned via a user interface.

IAM 4: If a local solution account is required, does the application provide an API that allows for the programmatic synchronization of user attributes between the enterprise directory and the local account and/or is an Oracle Identity Manager (OIM) connector available?

9: The application provides a web services interface that can receive Service Provisioning Markup Language (SPML) messages and/or can use a Security Assertion Markup Language (SAML) assertion to synchronize attributes.

3: The solution provides a proprietary web services interface that can receive user attribute messages.

3: An OIM connector is available for synchronizing attributes.

1: A non-web services based API is available for synchronizing attributes.

0: No interface is provided. Local accounts must be manually updated via a user interface.

IAM 5: Can the solution leverage an external security service or repository to make access control decisions? For example allow/deny access to a screen, function or data?

9: The solution can in real-time access an Extensible Access Control Markup (XACML) –based external security decision service.

9:  The solution can accept Security Assertion Markup Language assertions for use in making the access decision.

3: The solution can in real-time, via a web service, query a repository (e.g. Directory) to establish whether the user is a member of a group has a role and/or has an attribute which would allow or deny access. 

3: The solution can query the Directory via a Lightweight Directory Services Protocol query using SSL.

1: The solution can query the Directory via a Lightweight Directory Services Protocol query with no support for SSL.

0: The solution cannot leverage an external service or repository to make access control decisions.
IAM 6: Can the solution leverage an external authentication service for web user interfaces? Specifically, can it support and Single Sign-on via integration with Shibboleth/SAML by accepting a standards-based assertion from the enterprise web access management (WAM) infrastructure, eliminating the need for a user to login if they have already logged in, or redirect them to the enterprise WAM for authentication?

9: The solution is “pre-integrated” to support SAML V2.

3: The solution includes “authentication interfaces” that support using an external authentication service. 

0: No support for external authentication services.

IAM 7: Does the solution’s integration with the enterprise WAM support deep linking, the practice of navigating to a page “deep” within an application, thus bypassing the application’s and/or the portal’s main page?

9: Complete support for deep linking. The user, if already logged in can navigate directly to pages for which they are authorized without logging in again.

0: No or limited support for deep linking, the user is forced to login again, is redirected to the application’s proprietary login mechanism or is denied access for which they are authorized.

The analysis necessary to evaluate the solution’s access security model will vary widely depending on its architecture, target user population and the data it persists. The following are general questions, but more specific questions should be included as applicable.

IAM 8: Can a user be restricted by both function (create, edit, delete, etc.)  and object (i.e. the “things” created and managed by the system, e.g. payroll record, wiki page, document, etc.)? What functions can be restricted?

9: Granular security where each important function and object can be explicitly restricted to authorized users.

3: Granular security associated with functions or objects, but not both.  Usually, this means functions can be assigned at a granular level, but objects cannot be restricted.

0: Course security where users must be granted access to a broad range of functions and/or objects.

IAM 9: Can functions and or access to objects be grouped to create “roles” that can then be assigned to users?

9: Important functions and objects can be grouped into roles for assignment to users.

0: Authorization to act on important functions and/or objects must be individually assigned to users.

IAM 10: Assuming the solution supports “roles”, are standard, pre-defined roles included and will these roles support the required business functions?

9: The solution includes pre-defined roles that meet the business requirements (e.g. Administrator, Supervisor, etc.).

3: The solution does not include pre-defined roles.

1: Pre-defined roles do not meet the business requirements (e.g. oftentimes pre-defined roles grant more access than desirable).

IAM 11: Many security models use inheritance to streamline the granting of permissions. If the application uses this model, can permission be explicitly denied on a child function and/or object? 

9: Permission to use a function, group of functions, objects and groups of objects can be denied at any point in the authorization tree.

0: Inheritance is absolute and cannot be modified at a point lower than the grant of permission.

Information Security
SME: DoIT Security, Stefan Wahe

SME: Office of Information Security (OCIS), Jim Lowe

SME: DoIT Middleware Services Team: http://www.doit.wisc.edu/middleware/
Tags: [Security], [Compliance], [IAM]

The information security ensures the confidentiality, integrity and availability of the functions and data associated with the solution are maintained. 

The analysis necessary to evaluate the solution’s security requirements and capabilities will vary widely depending on its architecture, target user population and the data it persists. The following are general questions, but more specific questions should be included as applicable.

Access control and credential management, key elements of information security, are primarily addressed in the IAM section of this document. While it would be ideal if all solutions could leverage the enterprise identity management system, in reality many that are necessary to run the enterprise cannot. Examples include server or client operating system local administrator accounts and special purpose hardware. Access control for these cases is addressed in this section.

Security 1: If the solution must store passwords used to authenticate a user, are passwords stored in a secure manner?

9: Passwords may be stored using SHA-2 or stronger hash with at least a 64 bit salt.

1: Passwords may only be stored using MD5, SHA-1 or other weak hash.

0: Passwords are stored in plaintext. 

Security 2: If a password may be submitted to the solution over a network, can the client (e.g. web browser) authenticate the endpoint (the solution) and is the channel encrypted?

9: Appropriate cryptographic mechanisms allow the client to have high confidence that it is communicating with the solution and the channel is encrypted using a strong encryption mechanism. Both requirements would be met, for example, by transport layer security (TLS).

0: The solution cannot use a cryptographically strong mechanism to authenticate the solution and/or cannot support encryption of the channel (e.g. passwords sent in plaintext over the network). This is more likely with a solution that requires a “thick client” rather than a web browser.

Security 3: If the solution is delivered with default (usually high privilege) accounts (e.g. “supervisor”, “administrator”, etc.) can the account names be changed, maintaining the functionality of the default accounts?

9: Default account names can be changed while maintaining their functionality.

0: Default account names cannot be changed.

Security 4: If the solution sends or receives “Sensitive” and/or “Restricted” data over the network, as defined by the UW-Madison Sensitive Information Definition [http://www.cio.wisc.edu/policies/SensitiveDataDefinition.pdf]; can the solution support encryption of such data while in transmission? 

9: The solution supports standard, strong mechanisms for encrypting restricted and sensitive data while in transmission via encryption of the channel (e.g. SSL/TLS) the actual content (e.g.  XML encryption) or both.

0: The solution does not supports standard, strong mechanisms for encrypting restricted and sensitive data while in transmission.

Security 5: If the solution persists “Sensitive” and/or “Restricted” data, as defined by the UW-Madison Sensitive Information Definition [http://www.cio.wisc.edu/policies/SensitiveDataDefinition.pdf]; can the solution support encryption of such data while in storage?  See: UW-Madison Policy for Storage and Encryption of Sensitive Information [http://www.cio.wisc.edu/policies/IEncryptPolicy.pdf].
9: The solution supports standard, strong mechanisms for encrypting restricted and sensitive data while stored (e.g. whole disk encryption or file encryption using AES or similar).

0: The solution does not supports standard, strong mechanisms for encrypting restricted and sensitive data while stored.

Security 6: Compliance with government regulations and/or industry standards may be required depending on the type of data a solution persists and/or processes.

Detailed questions on compliance are outside the scope of this document. However, listed below are two regulations and one industry standard that frequently impact our solutions. If there is any question about whether a solution is required to comply, contact DoIT Security and/or OCIS for guidance.
HIPPA: The Health Insurance Portability and Accountability Act is a U.S. Federal law dealing with the portability of health insurance when workers change or leave employment. It also addresses the security and privacy of health data. Solutions that process and/or persist health related data (e.g. health records, health insurance information) may be subject to HIPPA.

FERPA: The Family Educational Rights and Privacy Act is a U.S. Federal law dealing with educational records and gives students some control over how the information in their records may or may not be used or disclosed.  Solutions that store/use student records, including systems that only store/use student identity data (e.g. name, address, email, etc.) likely need to be FERPA compliant. 

PCI DSS: The Payment Card Industry Data Security Standard is an industry standard defined by the Payment Card Industry Standards Council. Major card payment companies (AMEX, Discover, Mastercard and Visa) require that solutions that process and/or store payment card data comply with PCI DSS.

Logging

SME: Systems Engineering? A more specific team?

SME: Office of Information Security (OCIS), Jeffrey Savoy

Tags: [Logging], [Security]

Logging refers to the ability to detect, communicate and persist information useful in managing the solution. Log entries might be generated related to any system operation but commonly are focused on performance, error conditions and security. 

Logging 1: Can the solution capture relevant security information?

9: The solution can capture and forward security events to the security event management (SEM) system via UDP or TCP syslog.  Each event contains a single message that can be parsed, and includes event time/date, IP address, success/failure, etc. as appropriate.

3: Security events are stored locally in a text file.  Each event corresponds to a single line in the text file.  Each event contains a single message that can be parsed and includes event time/date, IP address, success/failure, etc. as appropriate.

3: Security events are stored in a relational database.  Each event corresponds to an insert of a single row within the database with a unique sequentially increasing key. Each event contains a single message including event time/date, IP address, success/failure, etc. as appropriate.

1: Security events are stored locally in a manner that makes if difficult or impossible to parse and determine individual events.

0: Security events cannot be captured.

Logging 2: Where the solution persists logs locally or in a database, is log retention configurable?

9: The solution allows the retention of log entries matching configurable criteria for a specified time period and the specification of a maximum log size. 

3: The solution allows the retention of all captured log entries for a specified time period and the specification of a maximum log size. 

0: The time period to retain logs may not be specified and/or it is not possible to specify a maximum log size.

User Interface
SME: DoIT Communications (has ADI taken this over?).
Tags: [UI]

A user interface (UI) facilitates the user’s interaction with the solution allowing the user to input commands and data and receive information.  The information is usually displayed on a monitor, but may be audible, tactile or some combination of the three. Input is usually through a keyboard and pointing device (e.g. mouse) but may take other forms (e.g. touch screen, etc.). Good UI design is critical to the successful use of a solution by all users as well as use by those with disabilities. UIs for computers are of two designs, thick client interfaces which are associated with software installed on the user’s computer (e.g. MS Word) and thin client interfaces usually accessed via a web browser in the form of web pages (e.g. Gmail web interface). Mobile devices (e.g. iPhone, iPad, Android devices) also incorporate user interfaces. Mobile user interfaces should be examined if it is expected that a solution will have mobile capabilities. A solution may have different user interfaces for different user roles. End user interfaces support non-technical/business functions (e.g. Outlook to create and read email). Administrative UIs support administrative/technical functions necessary to operate and maintain the system (e.g. add user accounts, assign rights, backup PeopleSoft).

UI 1: Do all user interfaces associated with the solution (thick client, thin client, end user, administrative) comply with the U.S. Federal Rehabilitation Act, Section 508 (36 CFR Part 1194)? http://www.section508.gov Please provide a Voluntary Product Accessibility Template (VPAT). http://www.itic.org/index.php?submenu=Resources&src=gendocs&ref=vpat&category=resources 

Note that SMEs strongly suggest that evaluation teams not rely solely on vendor representations and/or certifications as proof of Section 508 compliance.  Testing is strongly recommended before a commitment to acquire an application.

9: The vendor has provided a VPAT and testing has confirmed compliance for all user interfaces associated with the solution.

3. The vendor has provided a VPAT and testing has confirmed compliance for the end-user interfaces but not for administrative interfaces (this is common).

0: The vendor cannot or will not provide a VPAT and/or testing indicates that end user interfaces are not compliant.

UI 2: Do the UIs associated with the solution support recommended screen readers?  See this DoIT Help Desk Knowledge Base article for a current list: http://kb.wisc.edu/helpdesk/page.php?id=13805 Testing is highly recommended.
9: All recommended screen readers are supported.

3: Not all screen readers are supported, but at least one screen reader is supported for each common platform (Windows, OS X, Linux) for internet, email and documents.

1: Not all screen readers are supported, but at least on screen reader is supported for Windows and OS X.

0: None of the recommended screen readers are supported.

UI 3: Can end user functionality be accessed via web interfaces? Are the UIs well designed, allowing easy navigation, access to common functions and help? Can the interfaces be customized?

9: All end user functionality is available via web interfaces. The UIs are well designed and may be customized to support end user requirements.

3: All end user functionality is available via web interfaces. The UIs are well designed but cannot be customized.

1: All end user functionality is available via web interfaces. The UIs are not well designed and may or may not be customized.

0: A significant percentage of end user functionality is not available via web interfaces.

UI 4: Can administrative user functionality be accessed via web interfaces? Are the UIs well designed, allowing easy navigation, access to common functions and help? Can the interfaces be customized? Are the interfaces usable with mobile devices?

9: All administrative user functionality is available via web interfaces. The UIs are well designed and may be customized to support administrative user requirements. Interfaces are usable with mobile devices.

3: All administrative user functionality is available via web interfaces. The UIs are well designed but cannot be customized and/or may not be usable with mobile devices.

1: All administrative user functionality is available via web interfaces. The UIs are not well designed and may or may not be customized.

0: A significant percentage of administrative user functionality is not available via web interfaces.

UI 5: Can administrative user functionality be accessed via command line?

9: All administrative user functionality is available via command line. 

3:  A significant percentage of administrative functionality is available via command line, but not all.

0: A significant percentage of administrative user functionality is not available via command line.

UI 6: What browsers are supported by the application’s web UIs? Testing is highly recommended.

9: All application functionality works in the latest versions of MS Internet Explorer, Firefox, Google Chrome, Apple Safari and Opera.

3: All application functionality works in the latest version of MS Explorer, Firefox and Apple Safari but not Google Chrome or Opera.

0: The application requires a specific browser for some or all application functionality to operate (usually Internet Explorer plus a plug-in).

UI 7: Does the solution provide international support?

Note, international support may or may not be important depending on who will use the solution.
9: UIs can be rendered and all solution functionality is available in all languages desired.

3: UIs can be rendered and all solution functionality is available in the majority of languages desired.

1: UIs can be rendered in all or most of languages desired but some functionality is not available.

0: UIs cannot be rendered in the languages required

Enterprise Portal Integration

SME: DoIT My UW-Madison Portal Admin Team (my-admin@lists.wisc.edu) 

Tags: [Portal], [IAM], [Integration]
An enterprise portal is a software framework which integrates information and processes across organizational boundaries. Portals are usually deployed using a web user interface constructed of portlets, software components designed to provide specific information or perform a specific function. Portlets are aggregated to create a portal page which can be customized to the needs of an individual user or group of users.

My UW-Madison (http://my.wisc.edu/ ) is the campus enterprise portal, providing applicants, students, faculty, staff, advisors and instructors with a suite of integrated information resources that are tailored to their roles and interests. My UW-Madison is highly personalized and can be customized to suit one's individual needs. The portal sees hundreds of thousands of requests each day and over one million logins each month. The portal is built using the uPortal open source software and contains Java portlets compliant with JSR 168 or JSR 286.

The My UW-Madison portal is a powerful tool to deliver information to, and facilitate the work of UW-Madison faculty, staff and students. Those considering the acquisition of web applications are strongly encouraged to explore deploying such applications via My UW-Madison.

For an acceptable portal experience, it is extremely important that applications can effectively integrate with our web access management service.   See “IAM 6” and “IAM 7” for further details.

Portal 1: Can the solution service requests on behalf of the user via an HTTP proxy? 

9: The solution can service requests from a proxy stripping out application-specific headers, footer and navigation markup from the response via configuration or by providing within the HTML/DOM (Document Object Model), by name or ID, what elements should be proxy-ed. The application can accept attributes from the proxy (e.g. header variables) for use in ensuring only information the user is authorized for is returned.
0: The solution cannot strip out application-specific headers, footers and/or navigation and/or cannot accept authorization attributes.

Portal 2: Can the solution accept an authentication token from the proxy on behalf of the user?

9: The solution can accept a SAML assertion or a session cookie from the proxy that asserts that the user has been authenticated.
0: The solution has its own proprietary authentication method and cannot accept an assertion from the proxy.

Portal 3: Does the solution provide APIs that would allow for the creation of custom portlets that may directly access application data and solution functions? 

9: A rich set of APIs are providing allowing for the creation of portlets that can be customized to user needs while still allowing access to solution data and functions.

1: The functionality of provided APIs in incomplete. For example only allowing access to functions but not data, only some functions, some data, etc.
0: No APIs are provided.

Portal 4: Can the solution deliver content via standard portlets usable by the uPortal portlet container?

9: The solution can deliver JSR 168 and/or JSR 286 portlets. See: http://jcp.org/en/jsr/detail?id=168 and http://jcp.org/en/jsr/detail?id=286 .

0: The solution cannot deliver JSR 168 or JSR 286 portlets.

Note: Currently My UW-Madison cannot act as a Web Services for Remote Portlets (WSRP) consumer. 

Portal 5: Can the solution produce RSS feeds for consumption by the portal?

9: The solution can be easily configured to produce RSS feeds relevant to an individual portal user or group.

3: The solution requires significant customization to produce RSS feeds of sufficient granularity to be useful to and individual portal user or group.

1: The solution supports RSS feeds but cannot be configured to sufficient granularity for an individual portal user or group.

0: The solution does not support RSS feeds.

Portal 6: Does the solution produce logs or other raw data useful in understanding the solution’s use via the portal?

9: The solution produces detailed; easily decipher logs with information useful in understanding the application’s use via the portal.

3: The solution produces detailed, difficult to decipher logs with information useful in understanding the application’s use via the portal.

0: The solution does not produce logs and/or the logs produced do not include information useful in understanding the application’s use via the portal.

Networking

SME: DoIT Network Services, Perry Brunelli-Director (pbrunelli@wisc.edu) 

Tags: [Network], [COOP]

The University of Wisconsin-Madison campus network consists of a wired backbone infrastructure as well as wired and wireless local area networks serving faculty, staff, students and visitors. This network is connected via various wide area networks to support the learning, research and outreach missions of the University.
Network 1: Does the solution support Internet Protocol version 6 (IPv6)?

9: The solution supports IPv6 with no loss of functionality (i.e. feature parity with IPv4). 

3: [Is there any middle ground?]

0: The solution does not support IPv6.

Network 2: Will the solution require the deployment of servers or devices to our datacenters? If so, is the solution compatible with our network and server redundancy model? 

It is highly recommended that DoIT Network Services be consulted before a solution is acquired.
9: The solution is compatible with our redundancy model.

3: The solution need not be highly available and is not compatible with our redundancy model.

0: The solution needs to be highly available and is not compatible with our redundancy model.

Network 3: Will the solution require the deployment of servers or devices? If so, is the solution “firewall friendly”?

9: The solution can operate behind a stateful firewall. The protocols and port requirements of the solution are well documented.

3: The solution can operate behind a stateful firewall. The protocols and port requirements are not well documented.

0: The solution cannot operate behind a stateful firewall.

Network 4: Will the solution require the deployment of servers or devices? If so, the solution should be “NAT friendly” (network address translation).

9: The solution can operate behind a NAT device. 

0: The solution cannot operate behind a NAT device.

Network 4: Will the solution require IP multicast or broadcast functionality?

It is highly recommended that DoIT Network Services be consulted if the solution includes IP multicast or broadcast functionality.

9: The solution will use IP multicast or broadcast functionality and analysis determines the impact on the campus network is acceptable.

0: The solution will use IP multicast or broadcast functionality and analysis determines the impact on the campus network is unacceptable.
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